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Decision Support Unit Security Contact Access Request Application (DS 
USC APP) 

The Decision Support USC application can be accessed from the following Link: Decision Support 
USC Application 
 
Enter your NetID and Password 
 

 

 
Note that only Unit Security Contacts (USCs) have access to this application. 

https://appserv7.admin.uillinois.edu/dsuscapp
https://appserv7.admin.uillinois.edu/dsuscapp
https://appserv7.admin.uillinois.edu/dsuscapp
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Home Page 
 
The home page of the Decision Support USC application is comprised of the following sections: 

• Main Menu – takes you back to this Main Menu page and is available from every section 
of the application. 

• Logout – logs you out of the Decision Support USC application and does NOT save partially 
completed requests. 

• EDW User/Individual Account (Add/Remove) – Request access for a new user or 
additional access for an existing user who is a university employee. 

• Make changes to existing EDW Application Account – Request additional access or to 
remove access for an existing application account. Application accounts only have direct 
ODBC access to the data and are typically used by other applications to download bulk 
data. 

• Request new EDW Application Account – Request a new application account. Application 
accounts only have direct ODBC access to the data and are typically used by other 
applications to download bulk data. 

• EDW View Access Request – View a user’s access requests or requests you have 
submitted. 

• Access Rights Management (ARM)…application – Link to the web page for more 
information on the Access Rights Management (ARM) project, which will replace this DS 
USC Application and the AITS Security Application. 

 

 
 
Note that the Decision Support USC application will automatically log out after 30 minutes of 
inactivity. Partially completed requests will NOT be saved. 
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EDW User/Individual Account (Add/Remove) 
 
Request access for a new user or additional access for an existing user who is a 
University Employee. 
 

 
 
The DS USC App will only allow USCs to request access for an employee with an active job record 
in Banner. Select EDW User/Individual Account (Add/Remove). 
 
Select the University Employee radio button. 
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Enter the employee’s UIN and select Search. 
 

 
If the user’s First Name, Last Name and Email address are correct, select Confirm User. 

 

 
The USC User Request Access page will list all Previously Completed Access Requests that have 
been submitted for the employee. 
 
Select Add New Access Requests. 
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Select Continue Grant Access. 
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Select the DS Job Category that most accurately reflects the employee’s job function. You can 
only select one DS Job Category per request. Requests that include more than one DS Job 
Category will need to be submitted separately. 
 
Select the Data Subject Area from the pick list. The Data Subject Area corresponds to the type of 
data (for example, Finance, HR/Pay, Student Registration, etc.) the user needs to access in the 
Enterprise Data Warehouse. Hold down the CTRL key to select multiple Data Subject Areas. 
 
You can get additional Information about the Job Categories and Subject Areas from the 
Enterprise Data Warehouse Access Plan (section 2.2 on the linked webpage). 
 

 

https://www.aits.uillinois.edu/access/get_access/get_data_warehouse_access/info_for_unit_security_contacts/
https://www.aits.uillinois.edu/access/get_access/get_data_warehouse_access/info_for_unit_security_contacts/
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In the Intended Use of Data (Describe) box, briefly describe the employee’s access needs and 
provide a compelling business reason for the access. Due to the sensitivity of certain HR and 
Student data, access can be provisioned in a number of ways (see examples below). Be sure to 
include what level of access the employee needs. 
 

• Department level – Access to data is restricted to the employee’s department. 
• College level – Access to data is restricted to the employee’s college. 
• Campus level – Access to data is restricted to the employee’s campus. Note that campus 

level access requires campus level approval. Decision Support will obtain this approval 
after the request is submitted. 

 
For the UI Information Security Compliance Form question, select the appropriate radio button to 
indicate if the employee has a signed UI Information Security Compliance Form on file. 
 
For the FERPA Training question, select the appropriate radio button. If student data or finance 
accounts receivable data is being requested, the USC is required to confirm that the employee 
has completed their campus’s FERPA training. If student data or finance accounts receivable data 
is being requested and the employee has NOT completed their campus’s FERPA training, access 
WILL NOT be granted. 
 
When you have completed the form select Submit. 
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The request will be electronically submitted to Decision Support Security, and a confirmation 
email of the request will be sent to you and the user. 
 
Select Submit Another Request if you need to submit another request. Select Logout if you are 
ready to leave the Decision Support USC application. 
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Request to remove access for an existing user 
 
You should request to remove access when a user no longer requires some of their access but 
still requires an account. 
 
Select EDW User/Individual Account (Add/Remove). 
 

 
 
Select the University Employee radio button. 
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Enter the employee’s UIN and select Search. 
 

 

 
If the user’s First Name, Last Name and Email address are correct Select Confirm User. 
 

 

 
The USC User Request Access page will list all Previously Completed Access Requests that have 
been submitted for the user. 
 
Select the check boxes next to the access requests you’d like to remove, and then select Remove 
Requested Access. 
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Provide a brief reason why the access is being removed. 

Select Request Removal. 

 
You will be asked to confirm that you would like to remove the access. 
 
Select OK if you would like to continue removing the access or Cancel to keep the access on the 
user’s account. 
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The request will be electronically submitted to Decision Support Security, and a confirmation 
email of the request will be sent to you. Users are NOT notified when access is removed. 
 
Select Submit Another Request if you need to submit another request. Select Logout if you are 
ready to leave the Decision Support USC application. 
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Request to remove access for a user who has left your department or the University 
 
You should request to remove ALL access when a user leaves your department or the University. 
 
If the user needs access in a new position at the University, their new USC should request the 
needed access. 
 
Select EDW User/Individual Account (Add/Remove). 

 
 
Select the University Employee radio button. 
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Enter the user’s UIN and select Search. 
 

 

 
If the user’s First Name, Last Name and Email address are correct, select Confirm User. 
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The USC User Request Access page will list all Previously Completed Access Requests that have 
been submitted for the user. 
 
Select Remove Account (User has left Department or University) 
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Select Continue Account Removal Request 
 

 
Provide a brief reason why the account is being removed.  
 
Select Submit. 
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You will be asked to confirm that you would like to remove the access. 
 
Select OK if you would like to continue removing the access or Cancel to keep the user’s account 
active. 
 

 
The request will be electronically submitted to Decision Support Security, and a confirmation 
email of the request will be sent to you. Users are NOT notified when an account is removed. 
 
Select Submit Another Request if you need to submit another request.  
 
Select Logout if you are ready to leave the Decision Support USC application. 
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Request access for a new user or additional access for an existing user who is NOT a 
university employee 
 
The process for requesting access or removing access for Non-University employees is similar to 
the University Employee Request. 
 
Select Non-University Employee. 

 

 
Enter the Non-University employee’s first and last names.  
 
Select Search. 
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If the user is found, their information will be returned. 
 
If the user is not found, select Add New Non University Employee >> 
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Complete the Non-University Employee Entry Form, and select Submit. 
 

• Responsible Person UIN/Name – this should be the UIN/Name for the full-time employee 
that is responsible for (1) the oversight of the non-university employee, and (2) ensuring 
that the access to the data will be removed when the employee is no longer working in 
their unit. 

o The Responsible Person cannot be the USC submitting this form. If you, as USC, 
need to be listed as the Responsible Person, another USC in your unit will need to 
submit the form. 

 
• Preferred ID – this should be the NetID of the non-university Employee. 

 
 

 
The remaining steps for Adding access, Removing access or Removing an account follow the 
same process as a University Employee and can be found on pages 4-18. 
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Make changes to existing EDW Application Account 
 
Request additional access for an EDW Application Account 
 
Application accounts are designated for units with a computer application, or group of 
applications, that requires scheduled retrievals of data from the Data Warehouse. 
 
Select Make changes to existing EDW Application Account. 
 

 
 

1) Enter the name of your Application Account 
 

If you are requesting additional access to an existing Application Account, enter the name of 
the existing Application Account here. 
 
The name, including the underscores, needs to be exact. 
 

 
 

Select Search.
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2) The information for the individual responsible for the Application Account should populate 
the fields in step 2. 

 

 
 

Note that (1) a USC cannot request changes to an application account that they are 
responsible for, and (2) if any changes to the information in this form are needed, please 
provide that information in section 7. 

 
3) Select the DS Job Category that most accurately reflects the application account’s function.  

You can only select one DS Job Category per request. Requests that include more than one DS 
Job Category will need to be submitted separately. 

 
Select the Data Subject Area from the pick list. The Data Subject Area corresponds to the type 
of data (for example, Finance, HR/Pay, Student Registration, etc.) the application account 
needs to access in the Enterprise Data Warehouse. Hold down the CTRL key to select multiple 
Data Subject Areas. 
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You can get additional Information about the Job Categories and Subject Areas from the 
Enterprise Data Warehouse Access Plan (section 2.2 on the linked webpage). 

 
4) Describe the frequency of use and volume of data to be retrieved, and whether this account 

will need to store data in the warehouse. 

 

 
5) Describe the business reason for the requested access. 

 

 

https://www.aits.uillinois.edu/access/get_access/get_data_warehouse_access/info_for_unit_security_contacts/
https://www.aits.uillinois.edu/access/get_access/get_data_warehouse_access/info_for_unit_security_contacts/
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6) Provide the name of the individual responsible for the Application's security plan to ensure 
appropriate downstream use of the data retrieved. This will likely be the employee listed in 
step 2 but may be a separate technical or functional owner of the account. 

 
 

7) Please provide information about whether the data will be sent outside of the University of 
Illinois System. Also, add any information regarding pre-populated information in step 2 that 
needs to be updated. 

 
 
Indicate whether the individual identified in step 2 has a signed UI Information Security 
Compliance Form on file, and whether that individual has completed their campus’s FERPA 
training. 
 
Read and confirm that you understand the guidelines and restrictions. 
 
Select Submit. 
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The request will be electronically submitted to Decision Support Security, and a confirmation 
email of the request will be sent to you. 
 
Note that, by default, application accounts are not provisioned with access to use EDDIE. Please 
email DS Security if this application account will need access to Business Objects as well. 
 
Select Submit Another Request if you need to submit another request. Select Logout if you are 
ready to leave the Decision Support USC application. 
 

 

mailto:dssecurity2@mx.uillinois.edu
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Request to remove access for an EDW Application Account 
 
To remove access for an EDW Application Account, please contact DS Security. 
 

Request new EDW Application Account 
 
Application accounts are designated for units with a computer application, or group of 
applications, that requires scheduled retrievals of data from the Data Warehouse. 
 
Select Request new EDW Application Account. 

 
 

1) Enter the name of your Application Account 
 

 
 

• The naming convention we use for application accounts is APP_XYZ123_Campus, where 
XYZ123 is an acronym for the department and application, and Campus is 
UIC/UIUC/UIS. 

• Examples: APP_SUPCOM_UIUC and APP_CAS_UIC 
 

2) Enter the UIN for the individual responsible for the Application Account and select Search. 
• The individual’s information will populate the gray fields under the UIN. 
• List the campus and department for the unit that will own this application account, the 

affiliated application/system or a brief description of the use of data and include any 
other functional or technical owners that should be associated with this application 
account. 

mailto:dssecurity2@mx.uillinois.edu
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Note that (1) a USC cannot request an application account that they will be responsible for, 
and (2) if any changes to the information in this form are needed, please provide that 
information in section 7. 
 

3) Select the DS Job Category that most accurately reflects the application account’s function.  
You can only select one DS Job Category per request. Requests that include more than one DS 
Job Category will need to be submitted separately. 

 
Select the Data Subject Area from the pick list. The Data Subject Area corresponds to the type 
of data (for example, Finance, HR/Pay, Student Registration, etc.) the application account 
needs to access in the Enterprise Data Warehouse. Hold down the CTRL key to select multiple 
Data Subject Areas. 
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You can get additional Information about the Job Categories and Subject Areas from the 
Enterprise Data Warehouse Access Plan (section 2.2 on the linked webpage). 

 
4) Describe the frequency of use and volume of data to be retrieved, and whether this account 

will need to store data in the warehouse. 

 
 

5) Describe the business reason for the requested access. 

 
 

6) Provide the name of the individual responsible for the Application's security plan to ensure 
appropriate downstream use of the data retrieved. This will likely be the employee listed in 
step 2 but may be a separate technical or functional owner of the account. 

https://www.aits.uillinois.edu/access/get_access/get_data_warehouse_access/info_for_unit_security_contacts/
https://www.aits.uillinois.edu/access/get_access/get_data_warehouse_access/info_for_unit_security_contacts/
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7) Please provide information about whether the data will be sent outside of the University of 
Illinois System. Also, add any information regarding pre-populated information in step 2 that 
needs to be updated. 

 
 
Indicate whether the individual identified in step 2 has a signed UI Information Security 
Compliance Form on file, and whether that individual has completed their campus’s FERPA 
training. 
 
Read and confirm that you understand the guidelines and restrictions. 
 
Select Submit. 
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The request will be electronically submitted to Decision Support Security, and a confirmation 
email of the request will be sent to you. 
 
Note that, by default, application accounts are not provisioned with access to use EDDIE. Please 
email DS Security if this application account will need access to Business Objects as well. 
 
Select Submit Another Request if you need to submit another request. Select Logout if you are 
ready to leave the Decision Support USC application. 
 

 

mailto:dssecurity2@mx.uillinois.edu
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EDW View Access Requests 
 
The Decision Support USC application allows USCs to review the status of requests for 
University Employees, Non-University Employees, or requests that USC has submitted. 

Review Request Status for a University Employee 
 
Select EDW View Access Requests. 

 

Select University Employee. 
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Enter the employee’s UIN and select Search. 
 

 
All requests will be displayed, but you can limit the results by using the Request Status drop 
down menu. 

 

 
 

Note that this list does not necessarily show what access the employee currently has; just the 
requests that were submitted. 

The most reliable way for a USC to see current access is to use the USC Standard Report in 
EDDIE – Data Access for Users in Orgs of USC. 

https://eddie.ds.uillinois.edu/BOE/OpenDocument/opendoc/openDocument.jsp?sIDType=CUID&iDocID=AacZ24ePbbZLh85Erq7LbK4
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Review Request Status for a Non-University Employee 
 
Select EDW View Access Requests. 
 

 

Select Non University Employee. 
 

Enter the Non-University employee’s first and last names. 
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All requests will be displayed, but you can limit the results by using the Request Status drop 
down menu. 
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Review Request Status for Requests YOU have Submitted 
 
Select EDW View Access Requests. 

 

Select Requests I Submitted. 
 

Check the Include User Detail check box. If this box is not checked, the request list will be 
displayed without indicating which user the request was submitted. 

Select Get Results. If you have submitted numerous requests, it may take a few minutes to load 
all of the data. 
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All requests will be displayed, but you can limit the results by using the Request Status drop 
down menu. 
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